[image: image1.jpg]







#104 – Confidentiality
Date Issued: 04/15/2005
Date Last Revised: 1/1/2011

Purpose and Scope:

The purpose of this policy is to establish and clearly state the expectations regarding business and patient confidentiality. This policy applies to all members of the department.
Policy:



 It is the obligation and policy of the department to protect the privacy of business information and to maintain the confidentiality of all information and protect all individual rights to privacy.
1. All information gathered while responding on an alarm is strictly confidential and will not be discussed with any person not active on the Polk City Fire Department.  This includes, but is not limited to the following information:

a. Reason for the alarm

b. Medical history of patient

c. Mental status of patient

d. Medications of the patient

e. Events leading up to or causing the alarm

f. Any detail of the events that happened before, on, or after the alarm

g. Any suspicions of alcohol or drug use by the patient

h. Any treatments rendered by the Polk City Fire Department or the receiving medical facility

i. Any information obtained from the receiving hospital such as outcome and update reports on the patient condition

j. Any other protected health information as defined by the HIPAA act of 1996.

2. Any of the information gathered as listed in #1 above should only be discussed with other members of the Polk City Fire Department that either responded on the call or are performing CQI activities.  Any discussion should ONLY take place while physically at the Polk City Fire Department where there is no chance of the information being obtained by other individuals.  This information will not be discussed with other family members, spouses, or other friends.

3. All physical documentation of confidential information as outlined in #1 above will remain on the premises of the Polk City Fire Department.  This information could include, but is not limited to:

a. Patient care report (PCR)

b. Scratch notes taking during alarm

c. EKG readings

d. Medication lists

e. Insurance sheets from the receiving hospital

f. Polk County dispatch information

g. Audit forms and notes
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h. Any other documentation that could potentially reveal protected health information

4. Patient care reports (PCR) and all other physical documents shall be placed in the dispatch room inside of the filing cabinet upon completion of the alarm.  All information as listed in #1 above will only be in one of six places:

a. Dispatch room inside of the filing cabinet in the folder marked “EMS reports”

b. In the officers room for audit and billing purposes

c. In the possession of the medical director for audit purposes

d. In the possession of the billing agency for billing purposes

e. In the locked storage room storage 

f. In possession of the CQI committee for audit reviews

5. The dispatch room shall be locked at all times when a member of the Polk City Fire Department in not on the premises.  Only active members of the Polk City Fire Department shall have access to the dispatch room.  Members should not share their door code.  

6. Patient care report data should be entered into the Fire House software in a timely fashion.  Access to the data will be made through a password into the application. All members shall be issued their own password, which should be kept confidential.  The Firehouse Administrator will periodically check the login activity to the application.

7. Once patient care reports have been entered into the firehouse software, the original report as well as all other information should be placed back in the filing cabinet.  The Administrative Coordinator will remove the reports to prepare them for audits and billing.

8. Any physical documents that have protected health information or confidential information pertaining to an alarm will be shredded immediately if they are to be discarded.  A paper shredder is available in the dispatch room.

9. All information will be stored in the filing cabinet and all billing information will remain on the premises of the Polk City Fire Department.

10. Confidential information received via fax will remain in the dispatch room.  This room shall be locked at all times to prevent a possible disclosure of information should a fax be received when no members are present at the department.
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11. Any request for confidential information that does not pertain to the immediate treatment of the patient listed in #1 above shall be directed to the Privacy Officer.  No member shall disclose any confidential information.  All requests for information must be made to the Fire Chief or Deputy Chief at which time the request will be reviewed and the appropriate steps taken.  

a. Confidential information may be released to:

i. The receiving medical facility or ALS service for the purposes of treatment

ii. The billing agency for the purposes of billing

iii. Coroners and medical examiners for the purpose of identification and determining cause of death

b. Confidential information may only be released by the Fire Chief or Deputy Chief  in the following situations:

i. Law enforcement inquires (local, county, and state)

ii. Workers compensation inquires

iii. Judicial or law firm inquires

iv. Department of Transportation inquires

v. DNR inquires

vi. Social services

vii. Department of Public Health

viii. Media

ix. Research purposes

x. First responder service inquires

xi. Mutual aid fire department inquires

xii. City administration inquires

xiii. Patients employer inquires

12. To prevent accidental disclose of confidential information, only members of the Polk City Fire Department shall be permitted in the dispatch room.  Members shall make all reasonable efforts to protect confidential information while working on paperwork that contains confidential information.

13. While in the process of exchanging confidential information for reason listed in #11, section A above, members of the Polk City Fire Department shall make reasonable attempts to protect the information from being disclosed to non-acceptable parties.  This should include, but is not limited to the following:

a. Place of discussion (ER hallway – vs – patients room)

b. Level of conversation (yelling – vs – normal conversation levels)

c. Other people in the area (ER waiting room – vs – patients room or nurses desk)
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14. Communication via email pertaining to the events of a response, patient information and updates, or any other information normally classified as confidential is strictly prohibited.  Although email communication is an easy way to share information, emails can be forwarded quickly and end up in the wrong hands.

15. All members of the department shall review this document and sign the agreement (608) listed in the department policy and standard operating guidelines of the Polk City Fire Department.  The agreement shall be kept on file during the length of membership to the department.
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